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Abstract

The COVID-19 pandemic accelerated the development and application of artificial
intelligence (Al) across disease surveillance, epidemiological forecasting, medical
imaging, prognosis, drug discovery, vaccine research, contact tracing, and public-health
decision support. This review synthesizes the literature on these applications while critically
examining the evidence needed for translation into clinical and public-health practice.
A structured literature-search and selection framework was used to organize evidence
published from the emergence of COVID-19 through the contemporary literature, with
emphasis on peer-reviewed studies and recent reviews. The evidence was synthesized
according to the pandemic-response pathway: early warning and surveillance; diagnosis
and differential diagnosis; severity and prognosis; clinical and resource decision support;
therapeutic and vaccine discovery; genomic surveillance; and privacy-preserving and
responsible Al. Across these domains, Al demonstrates potential to process heterogeneous
data and support time-sensitive decisions, but reported performance does not by itself
establish clinical utility. Recurring limitations include small or non-representative datasets,
dataset shift, limited external validation, class imbalance, information leakage, insufficient
calibration and interpretability, privacy and security risks, and uncertainty about workflow
integration and regulatory accountability. Recent systematic reviews also indicate that
multimodal, federated, and privacy-preserving approaches remain less developed than
conventional centralized models. The principal contribution of this review is a unified
critical framework that links technical performance with data quality, external validation,
clinical relevance, fairness, privacy, interpretability, and implementation readiness. The
review therefore identifies not only where Al has been applied to COVID-19, but also the
conditions required for responsible translation to clinical practice and future pandemic
preparedness.
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1. Introduction

The COVID-19 pandemic, caused by the new coronavirus
SARS-CoV-2, has greatly affected the world since it was
first found in December 2019 in Wuhan, China [1]. The
virus quickly spread globally, leading the World Health
Organization (WHO) to declare it a pandemic on March 11,
2020 [2]. The pandemic has resulted in widespread illness,
death, and significant societal and economic disruption. The
virus primarily spreads through respiratory droplets and
close contact, leading to a range of symptoms from mild to
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severe, including fever, cough, and difficulty breathing [3].
Certain groups, such as the elderly and those with underlying
health conditions, are at higher risk of severe illness and
death.

Governments and health organizations around the world
have implemented various measures to control the spread
of the virus, including lockdowns, travel restrictions, mask
mandates, and vaccination campaigns [4]. The development
and distribution of vaccines have been a critical component of
the global response to the pandemic, with multiple vaccines
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authorized for emergency use to help protect populations
from the virus. The pandemic has also had far-reaching
social and economic consequences, including disruptions to
education, employment, and mental health. It has highlighted
global inequalities in access to healthcare and resources, as
well as the interconnectedness of the modern world.

Efforts to combat the pandemic continue, with on-going
vaccination campaigns, research into new treatments and
variants of the virus, and public health measures aimed
at reducing transmission. The COVID-19 pandemic has
underscored the importance of global cooperation, scientific
innovation, and public health infrastructure in addressing
global health crises [5].

Al has played a crucial role in the fight against COVID-19,
offering various applications to aid in the response to the
pandemic. One significant area where Al has been utilized is
in epidemiological modeling and prediction [6]. Al algorithms
have been employed to analyze large datasets of COVID-19
cases, demographics, and other relevant information to
forecast the spread of the virus, identify potential hotspots,
and assess the effectiveness of various intervention strategies
[7]- Furthermore, Al has been instrumental in drug discovery
and development. By leveraging machine learning (ML)
algorithms, researchers have been able to rapidly screen and
identify potential drug candidates for COVID-19 treatment.
This has significantly expedited the drug discovery process,
potentially leading to the development of effective treatments
in a shorter timeframe.

Deep learning (DL) algorithms have been used in various
ways to fight against COVID-19. One of the key applications
has been in medical imaging analysis, where DL models have
been used to analyze chest X-rays and CT scans to aid in the
detection and diagnosis of COVID-19 [8]. These models can
help identify patterns and abnormalities indicative of the
virus, potentially aiding in early detection and treatment.
Additionally, DL has been used in drug discovery and
development.

Furthermore, DL has been used in epidemiological
modeling to forecast the spread of the virus and assist in
resource allocation and decision-making. By analyzing
various data sources, including demographic information,
mobility patterns, and public health data, DL models can
help predict the spread of the virus and assess the impact
of different interventions [9]. Overall, DL algorithms have
played a significant role in the fight against COVID-19 by
aiding in diagnosis, screening, prediction, and drug discovery,
as shown in Figure 1 [10].

Al-powered robotics and automation have also been
deployed to minimize human-to-human contact in healthcare
settings, thereby reducing the risk of virus transmission.
Robots have been used for tasks such as disinfection, delivery
of supplies, and even patient care, lessening the burden on
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Figure 1: Harnessing the Power of Artificial Intelligence in the Fight

against COVID-19 (Google Courtesy).

healthcare workers and reducing their exposure to the virus
[11]. Additionally, Al has been harnessed for the analysis of
medical imaging, such as chest X-rays and CT scans, to aid in
the diagnosis of COVID-19. ML algorithms have been trained
to detect patterns and abnormalities indicative of the virus,
assisting healthcare professionals in making faster and more
accurate diagnoses.

Moreover, Al-driven chatbots and virtual assistants have
been employed to provide accurate and timely information
to the public, helping to alleviate the burden on healthcare
hotlines and providingindividuals with guidance on COVID-19
symptoms, prevention measures, and testing locations [12].
Finally, Al has been utilized in the fight against COVID-19
across various domains, including epidemiological modeling,
drug discovery, robotics and automation, medical imaging
analysis, and public information dissemination. These
applications have contributed to the global efforts to combat
the pandemic by enhancing our understanding of the virus,
accelerating the development of treatments, and improving
healthcare delivery and public health communication.

A survey proposed a way to categorize the tasks involved
in predicting COVID-19 [13,14]. The study talked about how
big data and Al are used in this area. However, many of the
papers they looked at weren’'t from well-known sources.
Also, they didn’t talk about the problems that still need to be
solved or the current research challenges. Similarly, Bansal
and others [15,16] pointed out how Al strategies are used to
detect, predict, and control COVID-19.

However, some COVID-19 procedures have overlooked
important factors like how severe the illness is and how many
people are dying. Additionally, Kumar and his colleagues
[17] have expanded the use of DL and ML to help with the
pandemic, even though there hasn’t been much research
on using these technologies to treat COVID-19 through
respiratory patterns and clinical data. Also, only a few studies
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have looked at how Al can be used in various ways to deal
with the pandemic [18].

Jamshidi, et al. [19] proposed a survey on advanced DL
techniques for finding a cure for COVID-19. The survey looked
at DL methods like generative adversarial networks (GAN),
recurrent neural networks (RNN) [20], extreme learning
machines, and long short-term memory (LSTM). However, the
study didn’t compare these models critically. Another paper,
[21], described Al-based forecasting and statistical models.
Only one review [22,23] discussed data mining and ML for
predicting COVID-19. Additionally, a taxonomy for complex
DL methods in creating radiology reports was presented in
[24].

Several studies have examined different types of data.
For example, Jalaber and colleagues [25] discussed how CT
images can be used to help COVID-19 patients. Another study
looked at the features of PET-CT and CT scans from various
articles [26], and compared different Al techniques used to
predict COVID-19 [27]. Other research has focused on using
Al to diagnose COVID-19 by analyzing CT and CXR images
[28]. Additionally, two other studies [29,30] explored the
use of biosensors and internet of things (IoT) technology to
address the COVID-19 pandemic.

The rest of the article is organized as follows: Section 2
outlines the role of Al in disease surveillance and early
detection. Section 3 delves into Al applications in vaccine
development and drug discovery. Section 4 examines Al-
driven predictive modeling for epidemiological forecasting.
Section 5 explores Al-enabled diagnosis and prognosis of
COVID-19. Section 6 discusses Al-assisted contact tracing
and monitoring. Section 7 addresses the ethical and privacy
considerations in Al implementation. Section 8 highlights
the challenges and potential directions in this field. Finally,
Section 9 offers the conclusion. Table 1 provides a summary
of the abbreviations for the important terms referenced in
the article.

2. Review methodology

This review was revised as a structured narrative

Table 1: List of abbreviations.

Abbreviation Description

COVID-19 Coronavirus
SARS-CoV-2 Severe Acute Respiratory Syndrome Virus 2
Al Artificial Intelligence
WHO World Health Organization
ML Machine Learning
DL Deep Learning
GAN Generative Adversarial Networks
RNN Recurrent Neural Networks
LSTM Long Short-Term Memory
IoT Internet of Things
NLP Natural Language Processing
PCR Polymerase Chain Reaction
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review to improve transparency in literature identification,
selection, extraction, and synthesis. The review was designed
to cover the principal applications of Al reported in relation
to COVID-19, while giving additional attention to recent
evidence on clinical prediction, imaging, responsible Al,
privacy-preserving learning, and pandemic preparedness.

Literature sources and search concepts: The
revised search framework specifies the major biomedical,
multidisciplinary, and engineering literature sources relevant
to this topic, including PubMed/MEDLINE, Scopus, Web of
Science, IEEE Xplore, ScienceDirect, and Google Scholar. For
the present revision, current literature was verified through
accessible bibliographic and publisher sources, while the
original manuscript was used as the principal evidence
base. The core search concepts combined COVID-19/SARS-
CoV-2 terms with AI/ML/DL terms and application terms.
A representative search string was: (“COVID-19” OR “SARS-
CoV-2” OR “coronavirus disease 2019”) AND (“artificial
intelligence” OR “machine learning” OR “deep learning”
OR “neural network” OR “natural language processing” OR
“computer vision”) AND (“diagnosis” OR “prognosis” OR
“medicalimaging” OR “drugdiscovery” OR “drugrepurposing”
OR “vaccine development” OR “epidemiological forecasting”
OR “surveillance” OR “contact tracing” OR “clinical decision
support”).

Timeframe and eligibility: The revised evidence
update considered literature from January 2020 through
September 2026, with priority given to peer-reviewed
studies, systematic/scoping reviews, and authoritative
sources directly addressing Al applications in COVID-19.
Studies were considered relevant when they described an Al,
ML, or DL method applied to COVID-19 detection, diagnosis,
prognosis, surveillance, forecasting, contact tracing, resource
management, therapeutic or vaccine research, genomic
analysis, or responsible/privacy-preserving Al. English-
language publications with sufficient methodological
information were prioritized. Publications unrelated to
COVID-19 or Al, duplicates, non-substantive news material,
and sources lacking sufficient methodological or bibliographic
information were excluded from the evidence synthesis.

Screening and selection: Titles and abstracts were
screened for relevance, followed by assessment of full-
text eligibility where necessary. The selection process
emphasized direct relevance to the review questions and
methodological clarity. Because the original manuscript did
not retain an auditable record of database-specific retrieval
totals, duplicate counts, and full-text exclusions, the present
revision does not claim a fully reproducible PRISMA-
compliant systematic search and does not fabricate numerical
PRISMA flow counts. Instead, the revised manuscript reports
the search concepts, eligibility principles, screening logic,
extraction fields, and synthesis framework transparently. A
future protocol-based update can convert this framework
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into a registered systematic review with database-specific
retrieval counts and a numerical PRISMA 2020 flow diagram.

Data extraction and synthesis: For each representative
study or review, the synthesis considered publication year,
Al technique, application domain, data modality, population
or setting, principal objective, validation approach, reported
outcomes, and limitations. Evidence was then grouped
according to the COVID-19 response pathway. Particular
attention was paid to whether models were internally
or externally validated, whether data were sufficiently
representative, and whether reported performance had a
plausible route to clinical or public-health utility. Given the
substantial heterogeneity in datasets, algorithms, outcomes,
and study designs, the evidence was synthesized qualitatively
rather than pooled statistically.

Clinical relevance and evidence interpretation: Al
performance metrics such as accuracy, sensitivity, specificity,
F1-score, and area under the receiver operating characteristic
curve are not, by themselves, evidence of clinical effectiveness.
Translation requires external validation, calibration,
assessment of subgroup performance, interpretability,
prospective or real-world evaluation, workflow compatibility,
privacy and cybersecurity safeguards, and appropriate
regulatory oversight. This distinction is maintained
throughout the revised review. Recent evidence supports
this cautious interpretation: a 2024 systematic review and
meta-analysis found promising performance of Al models
for severe COVID-19 prognosis but substantial heterogeneity
and uncertainty about full clinical applicability; a 2024
review similarly identified generalization, data quality,
infrastructure readiness, and ethical risk as major barriers;
and a 2025 survey highlighted continuing gaps in multimodal
Al, federated learning, interpretability, and equitable
deployment [103-105] (Table 2).

3. The role of Al in disease surveillance and
early detection

Al has played a crucial role in disease surveillance and the

5,

early detection of COVID-19 [31]. One primary way Al has
been utilized is through the analysis of big data. Al algorithms
can process vast amounts of data from various sources, such
as social media, search engines, and health records, to identify
patterns and trends that may indicate the spread of a disease,
as shown in Figure 2 [32]. For example, Al can analyze social
media posts and search queries to detect early signs of illness.
If there is a sudden increase in posts or searches related to
symptoms such as cough, fever, or loss of taste or smell, Al
algorithms can flag these as potential indicators of a disease
outbreak in a specific region. This early detection can help
public health officials take proactive measures to contain the
spread of the disease.

Furthermore, Al can analyze health records and medical
imaging data to identify patterns that may indicate the
presence of a particular disease [33]. For instance, Al
algorithms can analyze chest X-rays or CT scans to detect
signs of COVID-19 pneumonia, helping healthcare providers
diagnose and treat patients more effectively. In addition,
Al-powered predictive models can forecast the spread of
diseases based on various factors such as population density,
travel patterns, and environmental conditions. By analyzing
big data, Al can provide valuable insights into how a disease
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Figure 2: Role of Al in Disease Surveillance and Early Detection.

Table 2: Evidence domains, data modalities, roles, and recurring limitations identified across the AI/COVID-19 literature.

Al application

Typical data

Primary objective

Potential role Key limitations

News, search, social-media,

Early surveillance and warning mobility, public-health data

Detect unusual signals and
forecast outbreaks

Early warning and
situational awareness

False signals, bias, changing behavior and
reporting patterns

Chest X-ray, CT, radiomics,

Medical imaging and diagnosis clinical data

Detection, classification, lesion
quantification triage

Diagnostic supportand | Dataset shift, leakage, limited external

validation, workflow integration

Clinical, laboratory, imaging

Severity and prognosis . .
Y prog and vital-sign data

Predict deterioration, ICU
admission or mortality

Risk stratification and
resource planning

Calibration, population differences,
heterogeneity and interpretability

Case counts, mobility,
demographic and intervention
data

Epidemiological forecasting

Forecast transmission and
hotspots

Policy changes, non-stationarity and

Public-health planning uncertainty

Molecular, genomic, structural

Drug/vaccine discovery and biological data

Candidate identification and
prioritization

Therapeutic and vaccine
research

In-silico predictions require
experimental/clinical validation

Viral sequences and

Genomic surveillance . . .
epidemiological metadata

Mutation/variant analysis and
risk stratification

Sequence availability, annotation and

Variant surveillance . .
evolving variants

Bluetooth, mobility, location

Contact tracing and monitoring and digital records

Identify exposure and monitor
trends access

Public-health response Consent, privacy, security and unequal

Federated/responsible Al Distributed clinical datasets

Collaborative learning while
reducing centralization

Privacy-preserving multi-
institutional research

Communication cost, security,
heterogeneity and governance
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might spread and help authorities make informed decisions
about resource allocation and public health interventions
[34]. Overall, Al's ability to analyze big data has been
instrumental in disease surveillance and the early detection
of COVID-19, enabling timely responses to mitigate the
impact of the pandemic.

BlueDot, a Canadian Al company, utilized natural language
processing (NLP) and ML to sift through vast amounts of
data from various sources, such as news reports and airline
ticketing data [35]. By analyzing this information, BlueDot was
able to identify unusual patterns and trends that indicated
the early spread of COVID-19, even before it was officially
recognized by health authorities. For example, BlueDot’s
Al algorithms detected an increase in reports of unusual
pneumonia cases in Wuhan, China, and noticed a surge in
flight bookings to and from that region [36]. By correlating
these seemingly disparate data points, BlueDot’s system was
able to raise an early warning about a potential outbreak.
This early detection was crucial because it allowed public
health officials and policymakers to respond more quickly
and implement containment efforts to prevent the further
spread of the virus. By providing actionable insights ahead of
official announcements, BlueDot’s technology demonstrated
the potential of Al in identifying and responding to global
health threats in a timely manner.

Alhasplayed a crucial role in developing predictive models
for the spread of COVID-19. These models utilize various
data points and factors to forecast the potential spread of
the virus and help policymakers make informed decisions.
One example of Al’s contribution is the use of ML algorithms
to analyze population density and mobility patterns. By
processing large datasets, Al can identify areas with high
population density and predict potential hotspots for virus
transmission [37]. This information allows policymakers to
allocate resources such as testing kits, medical supplies, and
healthcare personnel to these areas pre-emptively.

Moreover, Al can analyze mobility patterns using data
from sources like mobile phones and GPS devices. By
understanding how people move within and between regions,
Al can predict the potential spread of the virus and help
authorities implement targeted interventions, such as travel
restrictions orlocalized lockdowns, to contain outbreaks [38].
Additionally, Al can analyze healthcare resources, including
hospital capacities, availability of medical equipment, and
healthcare personnel. By integrating this data with the
predicted spread of the virus, Al can assist policymakers in
making decisions about resource allocation, such as directing
additional medical supplies or personnel to regions expected
to experience a surge in cases. Overall, Al's ability to process
and analyze vast amounts of data has been invaluable in
developing predictive models for COVID-19 spread. These
models provide policymakers with actionable insights to
make informed decisions about resource allocation and
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targeted interventions, ultimately aiding in the management
and containment of the pandemic.

Al has played a crucial role in the fight against COVID-19,
especially in the development of diagnostic tools [39]. ML
algorithms have been trained to analyze medical imaging,
such as chest X-rays and CT scans, to detect signs of the virus.
These algorithms are capable of identifying patterns and
anomalies in these images that may indicate the presence of
COVID-19. For example, a DL model called COVID-Net was
developed to analyze chest X-rays for signs of COVID-19 [40].
This model was trained on a large dataset of X-ray images,
including those of patients with confirmed COVID-19 and
those with other respiratory conditions. By learning from
this diverse dataset, COVID-Net became adept at identifying
specific visual markers associated with COVID-19 in X-ray
images.

Similarly, Al has been used to analyze CT scans of the
chest to aid in the diagnosis of COVID-19. By training ML
algorithms on large volumes of CT scan data, researchers
have been able to develop models capable of detecting
characteristic patterns in the lungs that are indicative of the
presence of the virus [41]. These Al-powered diagnostic tools
have been particularly valuable in areas with limited access
to traditional testing methods, as they provide a means of
early identification of COVID-19 cases without relying solely
on polymerase chain reaction (PCR) testing, which may not
always be readily available. By leveraging Al for medical
imaging analysis, healthcare professionals have been able to
expedite the identification and isolation of COVID-19 cases,
ultimately contributing to efforts to control the spread of the
virus [42].

4. Al applications in vaccine development
and drug discovery

Al has played a crucial role in vaccine development and
drug discovery for COVID-19. Application of Al in COVID-19
pandemic, as shown in Figure 3 [43]. Here are some ways in
which Al has been utilized in these areas:

TN ST

» Predicting the global = Application of machine
parameters of the learning methods for
pandemic. personalized diagnosis and

+ [dentifying analogies treatment, treatment
between countries as the efficacy prediction, vaccine
pandemic progresses. and drug development. of disease severity.

* Use of telemedicine and Al * Analysis of factors
within it. influencing COVID-19

* Prioritization of patients for complications.
selected treatments.

- Diagnostic tasks

» Diagnostic models for
assessing the disease
development and outcome.

# Lung monitoring for COVID-
19 diagnostic and prediction

Figure 3: Application of Al in COVID-19 pandemic (Google Courtesy).
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Vaccine design

Al algorithms have played a significant role in the fight
against COVID-19 by analyzing the genetic sequence of the
SARS-CoV-2 virus [44]. These algorithms are capable of
identifying specific regions of the virus’s genetic code that
are likely to produce an immune response in the human
body. These regions, known as antigenic targets, are crucial
for the development of effective vaccines. For example, Al
algorithms can analyze the genetic sequence of the virus to
identify regions that are highly conserved across different
strains of the virus. These conserved regions are more likely
to produce an immune response that can protect against
multiple variants of the virus. By targeting these regions,
vaccine developers can create vaccines that are more broadly
effective.

Furthermore, Al algorithms can also predict the three-
dimensional structure of viral proteins based on their genetic
sequence [45]. This information is invaluable for designing
vaccines that specifically target these proteins. For instance,
the Pfizer-BioNTech and Moderna vaccines are mRNA
vaccines that utilize the genetic information of the virus to
instruct the body’s cells to produce a harmless piece of the
virus, known as the spike protein. This prompts the immune
system to produce an immune response, preparing the body
to fight off the virus if it is encountered in the future.

Drug repurposing

Al has played a crucial role in identifying existing drugs
that could be repurposed to treat COVID-19 [46]. Through
the analysis of large datasets of drug compounds and their
interactions with viral proteins, Al algorithms have been able
to identify potential candidates for clinical trials. This process
involves using ML and data mining techniques to sift through
vast amounts of information and identify patterns that may
indicate a drug’s potential effectiveness against COVID-19. For
example, the drug Remdesivir, which was initially developed
for the treatment of Ebola, was identified as a potential
treatment for COVID-19 through Al-driven drug repurposing.
By analyzing the molecular structure of Remdesivir and its
interactions with viral proteins, Al algorithms were able
to predict that it could be effective against the SARS-CoV-2
virus, which causes COVID-19 [47]. This led to clinical trials
and subsequent approval for emergency use in treating
COVID-19 patients.

Another example is the drug Baricitinib, which is used
to treat rheumatoid arthritis. Al algorithms identified its
potential to reduce inflammation and modulate the immune
response, making it a candidate for repurposing to treat
the severe inflammatory response seen in some COVID-19
patients [48]. This led to clinical trials and subsequent
emergency use authorization for COVID-19 treatment.
Overall, Al-driven drug repurposing has accelerated the
identification of potential treatments for COVID-19 by
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leveraging the power of data analysis and ML to uncover new
uses for existing drugs. This approach has the potential to
rapidly identify effective treatments and save valuable time
in the fight against emerging infectious diseases.

Clinical trials optimization

Al has played a crucial role in optimizing the design and
execution of clinical trials for COVID-19 treatments and
vaccines [49]. Here’s a detailed explanation with examples:

Patient data analysis: Al algorithms can analyze large
volumes of patient data to identify patterns and correlations
that may not be immediately apparent to human researchers.
For example, Al can analyze electronic health records, genetic
information, and other clinical data to identify specific patient
populations that may respond better to certain treatments or
vaccines [50]. This can help in designing more targeted and
effective clinical trials.

Predicting outcomes: Al can be used to predict the
outcomes of clinical trials based on various factors such
as patient demographics, disease severity, and treatment
regimens [51]. By leveraging machine learning models,
researchers can gain insights into the potential efficacy and
safety of different interventions, allowing them to make more
informed decisions about trial design and patient selection.

Candidate identification: Al can assist in identifying
suitable candidates for clinical trials by analyzing diverse
data sources. For instance, natural language processing
algorithms can sift through medical literature and patient
records to identify individuals who meet specific eligibility
criteria for a trial [52]. This can streamline the patient
recruitment process and ensure that the right participants
are enrolled in the study.

Dosing regimen optimization: Al can help optimize
dosing regimens by analyzing pharmacokinetic and
pharmacodynamics data to determine the most effective
and safe dosage levels for treatments and vaccines [53]. By
leveraging Al-driven simulations and modeling, researchers
can identify optimal dosing strategies that maximize
therapeutic benefits while minimizing potential side effects.

Overall, Al's ability to process and analyze vast amounts
of data has significantly accelerated the development of
COVID-19 treatments and vaccines by informing more
efficient and targeted clinical trial designs. This has not
only expedited the research process but also improved the
likelihood of identifying effective interventions for combating
the pandemic.

Drug screening

Al-driven virtual screening of chemical compounds has
indeed revolutionized the drug discovery process, especially
in the context of identifying potential treatments for
COVID-19. Here’s a detailed explanation of how this process
works, along with some examples:
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Virtual screening process: Al-driven virtual screening
involves simulating the interactions between viral proteins
(such as the spike protein of the SARS-CoV-2 virus) and small
molecules (chemical compounds) [54]. This simulation is
based on computational models and algorithms that predict
how these molecules might bind to specific target proteins
on the virus.

Database screening: Vast libraries of chemical
compounds, often containing millions of molecules, are
virtually screened using Al algorithms [55]. These libraries
can include compounds with known pharmacological
properties, as well as novel compounds that have not yet
been tested in laboratory settings.

Identification of potential candidates: Through this
virtual screening process, Al can rapidly identify compounds
that show the highest potential for inhibiting viral replication.
These compounds may exhibit characteristics such as strong
binding affinity to viral proteins or the ability to disrupt
essential viral processes.

Let’s consider a hypothetical example where Al-driven
virtual screening identifies a small molecule compound from
alibrary of chemical compounds. This compound is predicted
to bind to a specific site on the viral spike protein, thereby
interfering with the virus’s ability to enter human cells.
Through computational modeling, the Al system predicts
that this compound has a high likelihood of inhibiting viral
replication.

Validation and optimization: Once potential drug
candidates are identified through virtual screening, they
undergo further validation using laboratory experiments
and clinical studies. This iterative process involves refining
the chemical structures of the compounds to enhance their
efficacy, safety, and pharmacokinetic properties.

Real-world impact: Al-driven virtual screening has
accelerated the drug discovery process for COVID-19 and
other diseases, significantly reducing the time and resources
required to identify promising drug candidates. Thisapproach
has the potential to bring new treatments to patients more
rapidly, especially in the face of emerging viral threats.

Finally, Al-driven virtual screening of chemical
compounds leverages computational models and algorithms
to rapidly identify potential drug candidates for COVID-19
by simulating their interactions with viral proteins. This
approach has the potential to transform the field of drug
discovery and has already demonstrated its effectiveness in

the search for treatments against the on-going pandemic.
Viral genomics and surveillance

Al has played a significant role in analyzing the genomic
data of SARS-CoV-2, the virus responsible for COVID-19
[56]. By examining the genetic sequences of the virus, Al
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algorithms can track its evolution and identify potential
mutations that may impact vaccine efficacy. Here’s a detailed
explanation with examples:

Genomic data analysis

Al algorithms can rapidly analyze large genomic datasets
of SARS-CoV-2 to identify patterns and mutations. For
example, Al can compare the genetic sequences of different
virus samples to detect changes in specific genes or regions
of the virus’s genome [57].

Tracking virus spread: By analyzing genomic data, Al
can help researchers understand how the virus is spreading
and evolving in different regions. For instance, Al can identify
clusters of related virus samples and track the movement of
specific variants across different populations.

Identifying new variants: Al algorithms can detect the
emergence of new virus variants by comparing genomic
data from different time points. For example, Al can flag
mutations that may lead to the development of a new variant
with potentially different characteristics, such as increased
transmissibility or resistance to existing treatments.

Vaccine development: Al can inform vaccine
development efforts by predicting how potential mutations
in the virus’s genome might impact vaccine efficacy. For
instance, Al can analyze genomic data to anticipate how
changes in the virus’s spike protein, which is targeted by
many vaccines, could affect the virus’s ability to infect cells
and evade immune responses.

Overall, Al's ability to rapidly analyze large genomic
datasets has been crucial in monitoring the evolution of
SARS-CoV-2 and informing public health responses, vaccine
development, and treatment strategies.

Finally, Al has significantly accelerated the pace of vaccine
development and drug discovery for COVID-19 by enabling
rapid analysis of large datasets, predicting molecular
interactions, and optimizing clinical trial processes [58].
These advancements have been instrumental in the global
effort to combat the pandemic.

modeling for

5. Al-driven fpredictive
o

epidemiological forecasting

Al-driven predictive modeling for epidemiological
forecasting for COVID-19 has been a crucial tool in
understanding and mitigating the impact of the virus.
Epidemiology Forecasting of COVID-19 Using Al, as shown
in Figure 4 [59]. By leveraging Al and ML techniques,
researchers and public health officials have been able to
analyze vast amounts of data to make predictions about the
spread and impact of the virus. Here’s a detailed discussion
with examples:

Data Analysis

Al models can be used to analyze a wide range of data to
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gain insights into various aspects of public health and disease
spread. Here are some examples:

Demographic information: Al models can analyze
demographic data to understand how different age groups,
ethnicities, or socioeconomic backgrounds are affected by a
virus [60]. For instance, researchers can use ML algorithms
to identify patterns in infection rates among different
demographic groups and tailor public health interventions
accordingly.

Travel patterns: By analyzing travel patterns, Al models
can help predict the spread of diseases. For example,
researchers can use ML to analyze transportation data to
understand how the movement of people between regions or
countries contributes to the spread of infectious diseases [61].
This information can be used to inform travel restrictions or
targeted interventions.

Social distancing measures: Al models can analyze data
from various sources, such as social media, public surveys,
or even video feeds, to assess the effectiveness of social
distancing measures [62]. For instance, ML algorithms can be
used to analyze images or videos to detect compliance with
social distancing guidelines in public spaces.

Healthcare capacity: Al models can help predict
healthcare resource needs by analyzing data on hospital
admissions, ICU capacity, and the availability of medical
supplies [63]. For example, ML algorithms can be used to
forecast the demand for hospital beds or ventilators based
on the trajectory of the disease spread, helping healthcare
providers allocate resources more effectively.

Mobility data: As you mentioned, researchers can use
ML algorithms to analyze mobility data from cell phones to
understand how people’s movements impact the spread of
the virus. For example, analyzing anonymized location data
from mobile devices can provide insights into population
movements and help identify high-risk areas for targeted
interventions.

Finally, Al models can play a crucial role in analyzing
diverse datasets to understand the dynamics of disease
spread, assess the impact of public health interventions, and
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inform evidence-based decision-making in managing public
health crises.

Predictive modeling

Al models can indeed be trained to forecast the spread
of COVID-19 by analyzing various factors. These models can
utilize historical data, current trends, and a range of variables
to make predictions about the future trajectory of the virus.
Here’s a detailed explanation with examples:

Historical data: Al models can analyze past COVID-19
infection rates, mortality rates, and the effectiveness of
previous public health interventions [64]. By understanding
how the virus has spread in the past, these models can identify
patterns and trends that may help predict future outcomes.

Population density: Population density plays a
significant role in the spread of COVID-19. Al models can take
into account the population density of different regions and
how it may impact the rate of transmission [65]. For example,
densely populated urban areas may experience different
transmission dynamics compared to rural areas.

Vaccination rates: The level of vaccination within a
population can greatly influence the spread of COVID-19.
Al models can incorporate vaccination rates, including the
percentage of the population fully vaccinated and the types of
vaccines administered. By doing so, these models can assess
the potential impact of vaccination on future infection rates.

Effectiveness of public health measures: Al models can
evaluate the effectiveness of public health measures such as
mask mandates, social distancing policies, and lockdowns [4].
By analyzing how these measures have impacted the spread
of the virus in the past, the models can make predictions
about their potential impact on future transmission rates. For
example, an Al model could analyze data from a city with high
population density, low vaccination rates, and relaxed public
health measures. Based on historical trends and current data,
the model might forecast a potential surge in COVID-19 cases
in the coming months.

Finally, Al models can leverage historical data, population
density, vaccination rates, and the effectiveness of public
health measures to forecast the spread of COVID-19 [67]. By
considering these factors, these models can provide valuable
insights to help public health officials and policymakers make
informed decisions to mitigate the impact of the virus.

Resource allocation

Al-driven predictive models have been instrumental
in helping public health officials make informed decisions
during the COVID-19 pandemic. These models utilize various
data sources, such as demographic information, travel
patterns, and previous infection rates, to forecast potential
hotspots of COVID-19 transmission [68]. By analyzing this
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data, predictive models can identify regions that are at
higher risk of experiencing a surge in cases. For example, let’s
consider a scenario where a predictive model analyzes data
from a particular region and predicts a significant increase in
COVID-19 cases based on factors such as population density,
mobility patterns, and vaccination rates. Armed with this
information, public health officials can proactively allocate
additional hospital beds, ventilators, and personal protective
equipment to that region to ensure they are prepared for the
potential surge in cases. This proactive approach can help
mitigate the impact of the virus and save lives by ensuring
that healthcare resources are available where they are most
needed.

Furthermore, predictive models can also assist in
identifying trends and patterns in the spread of the virus,
allowing officials to implement targeted interventions and
public health measures in specific areas. For instance, if
a predictive model indicates that a certain neighborhood
or community is likely to experience a spike in COVID-19
cases, officials can focus their efforts on increasing testing
capacity, implementing localized lockdowns, and promoting
vaccination campaigns in that area.

Overall, Al-driven predictive models empower public
health officials to make data-driven decisions and efficiently
allocate resources to areas most at risk, ultimately helping
to curb the spread of COVID-19 and minimize its impact on
communities [69].

Intervention strategies

Al models can be used to analyze large sets of data to
evaluate the effectiveness of various intervention strategies
during a pandemic [70]. For example, let’s consider the
impact of lockdowns. By using Al, policymakers can analyze
data on infection rates before, during, and after lockdown
periods to determine the effectiveness of these measures
in controlling the spread of the virus. This analysis can help
them understand the correlation between lockdowns and the
reduction in transmission rates.

Similarly, Al can be used to assess the impact of mask
mandates. By analyzing data on areas with and without mask
mandates, Al models can help policymakers understand
the extent to which mask-wearing affects the spread of the
virus. They can also identify any variations in infection rates
based on the strictness of mask mandates or compliance
levels within different communities. Furthermore, Al can be
instrumental in evaluating the effectiveness of vaccination
campaigns [71]. By analyzing vaccination data and infection
rates, Al models can help policymakers identify the impact
of vaccination on reducing the spread of the virus. They can
also assess the effectiveness of different vaccine types and
distribution strategies.

Finally, Al can provide valuable insights by analyzinglarge-
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scale data, helping policymakers make informed decisions
about which intervention strategies are most effective in
controlling the outbreak. These data-driven insights can
guide the allocation of resources and the implementation of
targeted measures to mitigate the spread of the virus.

Public health messaging

Al-driven predictive models can indeed play a crucial role
in informing public health messaging by analyzing various
data sources to predict the potential impact of different
messaging strategies on public behavior. For instance, by
analyzing social media data, Al models can help identify
which types of messaging are most effective in encouraging
mask-wearing or vaccination uptake. Here’s a detailed
explanation with examples:

Social media analysis: Al models can analyze large
volumes of social media data to identify trends and sentiments
related to public health behaviors such as mask-wearing and
vaccination [72]. By examining the language used in posts,
comments, and discussions, these models can determine
which types of messaging are resonating with the public
and driving positive behavior change. For example, they can
identify whether messages emphasizing the importance of
community protection, personal health benefits, or societal
responsibility are more effective in promoting mask-wearing
or vaccination.

Predictive modeling: Al models can use historical
data on public health messaging and behavior to build
predictive models that forecast the potential impact of
different messaging strategies. By considering factors such as
demographics, geographic location, and previous response to
messaging, these models can estimate the likely effectiveness
of new messaging campaigns. For instance, they can predict
how different messaging approaches might influence
vaccination uptake in specific communities or age groups.

A/B testing: Al-driven predictive models can facilitate
A/B testing of different messaging strategies by simulating
their potential impact on public behavior. For example, they
can create virtual populations based on real-world data and
expose them to different messaging scenarios to observe how
each group responds. This allows public health authorities
to experiment with various messaging approaches in a
controlled environment before implementing them in real-
world campaigns.

Real-time adaptation: Al models can continuously
analyze incoming data from social media and other sources
to adapt public health messaging in real time. By monitoring
shifts in public sentiment and behavior, these models can
recommend adjustments to messaging strategies to ensure
they remain effective and relevant. For instance, if a particular
messaging approach starts to lose its impact, the model
can identify this early and suggest alternative strategies to
maintain public engagement.
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In summary, Al-driven predictive models can leverage
social media data, historical information, and real-time
analysis to inform public health messaging by predicting the
potential impact of different strategies on public behavior.
This can help public health authorities tailor their messaging
to effectively promote behaviors such as mask-wearing and
vaccination uptake, ultimately contributing to improved
public health outcomes.

Finally, Al-driven predictive modeling for COVID-19
epidemiological forecasting has been instrumental in
providing valuable insights for public health officials and
policymakers. By leveraging the power of Al and ML, we can
make more informed decisions to combat the spread and
impact of the virus.

One example of Al-driven predictive modeling for
COVID-19 is the use of ML algorithms to analyze large
datasets of COVID-19 cases, demographic information,
and mobility patterns to forecast the future spread of the
virus. These models can take into account factors such as
population density, travel patterns, and the effectiveness of
public health measures to predict how the virus is likely to
spread in different regions. Another example is the use of
NLP to analyze social media and news data to track public
sentiment and identify potential hotspots of misinformation
or public concern. This can help public health authorities
target their messaging and resources to address specific
concerns and combat misinformation.

Al has shown great promise in the analysis of medical
imaging data for the diagnosis and monitoring of COVID-19
patients. One notable application is the use of ML algorithms
to interpret chest X-rays and CT scans, providing valuable
insights to healthcare professionals. For instance, Al models
can be trained to recognize specific patterns in chest X-rays
that are indicative of COVID-19 infection. These patterns may
include the presence of ground-glass opacities, consolidation,
and other characteristic features associated with the disease.
By analyzing large datasets of chest X-rays from COVID-19
patients, ML algorithms can learn to identify these patterns
with a high degree of accuracy.

Similarly, in the case of CT scans, Al can assist in detecting
and quantifying the extent of lung involvement caused by
COVID-19. By analyzing the density and distribution of
opacities in the lungs, Al algorithms can provide quantitative
measurements that help healthcare professionals assess the
severity of the infection and monitor the progression of the
disease over time. One example of this is the work done by
researchers at various institutions who have developed Al
models capable of distinguishing COVID-19 pneumonia from
other types of pneumonia based on CT imaging features.
These models have demonstrated the potential to aid
radiologists in making more accurate and efficient diagnoses,
particularly in cases where the visual differences between
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COVID-19 pneumonia and other types of pneumonia are
subtle [73].

Furthermore, Al can also be used to predict the risk of
disease progression in COVID-19 patients based on imaging
data. By analyzing a combination of clinical and imaging
features, ML models can help identify patients who are at
higher risk of developing severe complications, allowing
healthcare providers to prioritize resources and interventions
for those individuals.

Al-driven predictive modeling has indeed revolutionized
many fields, including epidemiology, by enabling us to make
sense of vast amounts of data and predict outcomes. However,
as you rightly pointed out, these models have limitations. One
significant limitation is the quality and quantity of the data
used to train these models. If the data is biased, incomplete,
or not representative of the population, the predictions made
by the model may not be accurate. For example, if a predictive
model for disease spread is trained on data from a specific
region or demographic, it may not generalize well to other
populations.

Another limitation is the dynamic nature of
epidemiological systems. Outbreaks, pandemics, and other
health-related events are influenced by a multitude of factors,
many of which may not be captured in the data used to train
the model. For instance, social and behavioral factors, policy
changes, and environmental influences can all impact the
spread of diseases, and these may not be fully accounted
for in the model. Furthermore, predictive models are not
a substitute for expert judgment. While they can provide
valuable insights, they should be used in conjunction with
other epidemiological tools and the expertise of public health
professionals. For example, a predictive model may indicate a
high likelihood of disease spread in a certain area, but it takes
the expertise of epidemiologists and healthcare workers to

interpret and act on this information effectively.

Finally, Al-driven predictive modeling for COVID-19 has
the potential to significantly enhance our understanding of
the virus and improve our ability to respond effectively to the
pandemic.

6. Al-enabled diagnosis and prognosis of
COVID-19

Al-enabled diagnosis and prognosis of COVID-19 involves
the use of Al to analyze medical data, such as symptoms,
laboratory tests, and imaging results, to assist in the diagnosis
and prediction of the progression of the disease. Figure 5
shows the COVID-19 symptoms, diagnosis, and management
[74].

Al can be used in various ways to aid in the management
of COVID-19, including:
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Diagnosis

Al algorithms have shown great promise in the field of
medical imaging for detecting signs of COVID-19 pneumonia.
DL models, a type of Al algorithm, can be trained to analyze
chest X-rays and CT scans to identify patterns associated with
COVID-19 infection [75]. For instance, these models can be
trained on a large dataset of medical images, including those
from patients with confirmed COVID-19 pneumonia and
those without. By exposing the model to a diverse range of
images, it can learn to recognize subtle patterns and features
that are indicative of the disease.

One example of a pattern that a DL model might learn to
identify is the presence of “ground glass opacities” in lung
images. These opacities appear as hazy areas on the scans and
are commonly associated with COVID-19 pneumonia. The
model can be trained to detect and highlight these specific
patterns, aiding healthcare providers in their diagnosis.
Furthermore, Al algorithms can also assist in quantifying
the extent of lung involvement, which can be crucial for
tracking disease progression and assessing the severity of
the infection. By analyzing the distribution and density of
opacities in the lung images, these algorithms can provide
quantitative measurements that help healthcare providers
make more informed decisions.

Finally, the use of Al in medical imaging for COVID-19
diagnosis holds great potential for improving the speed and
accuracy of diagnoses, ultimately leading to better patient
outcomes [76]. However, it's important to note that these Al
tools should be used as aids to healthcare providers rather
than replacements for clinical judgment.

Prognosis

Al can play a crucial role in analyzing a patient’s
clinical data to predict disease progression and the need
for intensive care [77]. By leveraging ML algorithms, Al
can process vast amounts of patient data, including vital
signs, laboratory results, and comorbidities, to identify
patterns and make predictions. For example, in the context
of COVID-19, Al models can be trained on data from a large
number of patients to assess the risk of severe complications
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or mortality. These models can take into account various
individual characteristics such as age, gender, pre-existing
conditions, and specific laboratory values. By analyzing this
data, Al can generate risk scores or probabilities that indicate
the likelihood of a patient experiencing severe outcomes.

Let's consider an example: Suppose a hospital has
collected data from hundreds of COVID-19 patients, including
their age, gender, blood oxygen levels, inflammatory markers,
and pre-existing conditions. By feeding this data into a ML
model, the Al system can learn to recognize patterns that
are associated with severe disease progression. As a result,
when a new patient arrives, the Al can analyze their data and
provide arisk assessment, helping healthcare providers make
informed decisions about the level of care and intervention
needed. In this way, Al can assist healthcare professionals
in identifying high-risk patients early, enabling proactive
interventions and resource allocation to improve patient
outcomes. Additionally, by continuously learning from new
data, these Al models can adapt and improve over time,
enhancing their predictive accuracy and clinical utility.

Drug discovery

Al has been instrumental in the search for potential
drug candidates for COVID-19. By analyzing large datasets
of molecular structures, biological pathways, and drug
interactions, Al can help identify compounds that may be
effective in treating the disease. One way Al accomplishes
this is through virtual screening, where it sifts through vast
libraries of molecular structures to identify those that are
most likely to interact with the target proteins of the virus.
For example, Al algorithms can analyze the structure of the
SARS-CoV-2 virus and predict how certain compounds might
bind to its proteins, potentially inhibiting its ability to infect
human cells.

Furthermore, Al can also aid in the repurposing of
existing drugs. By analyzing drug interactions and biological
pathways, Al can identify drugs that are already approved
for other conditions but may also have potential for treating
COVID-19.Forinstance,ifadrugisknown to targetabiological
pathway that is relevant to the virus’s replication or the
body’s immune response, Al can help prioritize these drugs
for further investigation as potential COVID-19 treatments.
In both cases, Al expedites the drug discovery process by
rapidly narrowing down the pool of potential candidates,
allowing researchers to focus their efforts on the most
promising compounds [78]. This can significantly accelerate
the development of new therapies and the repurposing of
existing drugs for the management of COVID-19.

Public health surveillance

Al algorithms can be used to analyze diverse sources of
data to track the spread of COVID-19 and forecast disease
hotspots. Here’s a detailed explanation with examples:
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Social media posts: Al algorithms can analyze social
mediapoststoidentifytrendsin COVID-19-related discussions
[79]. For example, sentiment analysis can be used to gauge
public attitudes towards the pandemic, and topic modeling
can identify prevalent themes such as symptoms, testing, or
vaccination. By analyzing these posts, public health officials
can gain insights into public perceptions and concerns, which
can inform targeted interventions and messaging.

Internet search trends: Al algorithms can analyze
internet search trends to identify patterns related to
COVID-19 symptoms, testing locations, and vaccine
availability [80]. For instance, spikes in searches for specific
symptoms in a particular geographic area could indicate a
potential outbreak. By monitoring these trends, public health
authorities can anticipate surges in demand for testing and
healthcare resources, allowing for proactive allocation of
resources.

Geospatial information: AI algorithms can process
geospatial data, such as population density, mobility
patterns, and healthcare facility locations, to identify areas
at higher risk for COVID-19 transmission [81]. For example,
analyzing mobility data can reveal areas with high population
movement, which may indicate potential hotspots for virus
transmission. This information can guide the allocation of
testing resources and the implementation of targeted public
health measures in high-risk areas.

By integrating and analyzing data from these diverse
sources, Al algorithms can provide valuable insights into the
spread of COVID-19, forecast disease hotspots, and support
public health interventions. This can help public health
authorities make data-driven decisions to effectively allocate
resources, implement targeted interventions, and ultimately
mitigate the impact of the pandemic.

Finally, Al-enabled diagnosis and prognosis of COVID-19
have the potential to enhance the efficiency and accuracy
of healthcare delivery, improve patient outcomes, and
contribute to the global response to the pandemic [82].
However, it’s important to note that Al tools should be used
as decision support systems and not as a replacement for
clinical judgment by healthcare professionals.

7. Al-assisted contact tracing and monitoring

Al-assisted contact tracing and monitoring for COVID-19
involves using Al to track and analyze the interactions and
movements of individuals who have tested positive for the
virus, as well as those who may have been exposed to it [9].
Here’s a detailed explanation with examples:

Contact tracing

Al can play a crucial role in contact tracing for COVID-19
by analyzing various data sources to identify and notify
individuals who may have been in close contact with an
infected person. Here’s a detailed explanation with examples:
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Mobile phone data: Al algorithms can analyze location
data from mobile phones to track the movements of
individuals. For example, if an individual tests positive
for COVID-19, their recent location history can be used to
identify other mobile devices that were in close proximity.
This information can then be used to notify those individuals
about potential exposure.

Credit card transactions: By analyzing credit card
transaction data, Al can identify individuals who made
purchases at the same location and time as an infected
person [83]. For instance, if someone tested positive and had
recently visited a grocery store, Al algorithms can identify
other customers who were present at the same time and
notify them about potential exposure.

Public transportation records: Al can analyze public
transportation records to identify individuals who may have
been in close proximity to an infected person during their
commute [84]. For example, if an individual tests positive and
used public transportation, Al algorithms can identify other
passengers who were on the same route and alert them about
potential exposure.

By leveraging Al to analyze these diverse data sources,
public health authorities can efficiently identify and notify
individuals who may have been exposed to COVID-19, thereby
helping to contain the spread of the virus.

Example: A contact tracing app uses Al to analyze
Bluetooth signals from nearby smartphones to determine
when two users have been in close proximity for an extended
period. If one user later tests positive for COVID-19, the app
can notify the other user of potential exposure and provide
guidance on next steps. The flow chart in Figure 6 shows the
complete process of implementing the COVID-19 contact
tracing and case monitoring app [85].

Monitoring and prediction

Al can be used to analyze social media posts to track public
sentiment and behavior related to the virus. For example,
if there’s a sudden increase in posts about symptoms in
a particular area, it could indicate a potential outbreak.
Similarly, monitoring internet search trends for terms related
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to symptoms or testinglocations can provide early indications
of where the virus might be spreading. Healthcare records
can also be analyzed to identify patterns and trends in the
spread of the virus. For instance, Al can process large volumes
of patient data to identify clusters of cases or demographic
groups that are particularly affected. This information can
help public health officials allocate resources such as testing
kits, medical supplies, and personnel to areas that are at
higher risk of outbreaks.

By combining these data sources, Al can help predict
potential hotspots or outbreaks, allowing public health
officials to implement targeted interventions. For example,
if social media and search data indicate a surge in interest
in testing in a specific region, officials can proactively set up
testing sites and launch public awareness campaigns in that
area to contain the spread. Overall, Al's ability to analyze
diverse data sources can provide valuable insights for
public health officials to make informed decisions and takes
proactive measures to control the spread of the virus.

Compliance monitoring

Al can be used to monitor individuals who are required
to quarantine or isolate by employing various technologies
such as location tracking and video analysis. Here’s a detailed
explanation with examples:

Location tracking: Al can utilize GPS data from
individuals’ smartphones to ensure that they are staying
within the designated quarantine or isolation area [86]. If an
individual leaves the specified area, alerts can be triggered
for authorities to take appropriate action. For instance, if
someone is supposed to be quarantining at home, Al can
monitor their movements and send alerts if they leave the
premises.

Video analysis: Al-powered cameras can be used to
visually monitor individuals to ensure they are following
public health guidelines. For example, if someone is required
to isolate in a specific room, Al can analyze live video feeds
to confirm that they are staying in the designated area. If the
individual is observed leaving the room, alerts can be sent to
authorities for intervention.

Facial recognition: Al can be employed to verify the
identity of individuals in quarantine or isolation through
facial recognition technology [87]. This can help ensure
that the right person is adhering to the guidelines and not
someone else on their behalf.

Anomaly detection: Al algorithms can be trained to
detect unusual behavior, such as multiple people entering and
leaving the quarantine area, or prolonged absence from the
designated location [88]. This can help authorities identify
potential breaches of quarantine protocols. It's important to
note thatthe use of Al for monitoring individuals in quarantine
or isolation raises privacy and ethical considerations. Proper
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consent, transparency, and data protection measures should
be in place to safeguard individuals’ rights and privacy.

Overall, Al can play a crucial role in assisting authorities
to monitor and ensure compliance with quarantine and
isolation guidelines, thereby helping to mitigate the spread
of infectious diseases.

Finally, Al-assisted contact tracing and monitoring for
COVID-19 can help public health authorities identify and
contain outbreaks more effectively, ultimately contributing
to the control of the pandemic.

8. Ethical and privacy considerations in Al
implementation

Ethical and privacy considerations are crucial when
implementing Al for COVID-19-related purposes. Here are
some key points to consider:

Data privacy: When using Al for COVID-19 tracking
or contact tracing, it's essential to ensure that individuals’
privacy is protected. For example, if a mobile app is used
for contact tracing, it should collect only necessary data
and ensure that the data is anonymized to prevent the
identification of individuals [89, 90].

Bias and fairness: Al algorithms used in COVID-19
diagnosis or treatment should be carefully designed to avoid
bias [91]. For instance, if Al is used to prioritize patients for
treatment, it should not discriminate based on factors such as
race, gender, or socioeconomic status.

Transparency: It's important to be transparent about
the use of Al in COVID-19-related applications [92]. People
should be informed about how their data is being used and
how Al is influencing decision-making processes.

Informed consent: When collecting data for Al-driven
COVID-19 research or analysis, obtaining informed consent
from individuals is crucial [93]. They should understand how
their data will be used and have the option to opt out if they
choose.

Accountability: There should be clear accountability for
the decisions made by Al systems in the context of COVID-19
[94]. If an Al algorithm is used to make critical decisions,
there should be mechanisms in place to review and challenge
those decisions.

Security: Given the sensitive nature of COVID-19-
related data, it’s important to ensure that Al systems used to
analyze or store this data are secure from cyber threats and
unauthorized access [95-97].

Equitable access: When deploying Al for COVID-19-
related purposes, efforts should be made to ensure that all
segments of the population have equitable access to the
benefits of Al technologies, regardless of socioeconomic
status or geographic location [98].
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For example, in the context of COVID-19 testing, Al-
powered algorithms can be used to analyze medical imaging
data to assist in the diagnosis of the virus. However, it's
crucial to ensure that these algorithms are trained on
diverse and representative datasets to avoid biases in their
predictions. Additionally, the use of Al in contact tracing apps
should prioritize privacy by employing techniques such as
differential privacy to protect individuals’ identities while
still providing valuable insights into the spread of the virus.

Finally, ethical and privacy considerations should be at
the forefront of Al implementation for COVID-19. Figure 7 has
brought attention to the numerous ethical and privacy issues
linked to the utilization of Al in healthcare environments. By
addressing these considerations, we can harness the power
of Al to combat the pandemic while respecting individuals’
rights and maintaining trust in these technologies.

9. Critical synthesis and novel contribution

The literature demonstrates that Al has been applied
across the COVID-19 response continuum, but the evidence
is uneven across domains. Early-warning and forecasting
systems can process heterogeneous temporal and mobility
data, whereas imaging systems primarily address detection
or quantification and clinical models focus on severity and
prognosis. Therapeuticand vaccine applications often operate
at the discovery or prioritization stage rather than at the
level of demonstrated clinical effectiveness. Consequently, Al
applications should not be treated as a single homogeneous
class of interventions.

A central contribution of this review is a response-
pathway framework that connects each Al application with
the data required, the decision it is intended to support,
the evidence needed for validation, and the principal
implementation risks. The framework distinguishes
technical performance from translational readiness. A model
may achieve high retrospective accuracy while remaining
unsuitable for deployment ifits training population is narrow,
its validation data are not independent, its calibration is poor,
or its predictions cannot be integrated safely into clinical
workflows.

FAIR/NOT
BIASED

ROBUST/
RELIABLE

RESPONSIBLE/
ACCOUNTABLE

Figure 7: Ethical and Privacy issues of Alin healthcare (Google Courtesy).
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Recent evidence reinforces this distinction. A 2024
systematic review and meta-analysis of Al models for
severe COVID-19 prognosis reported promising aggregate
performance, particularly for models combining clinical and
imaging data, but also found substantial heterogeneity and
concluded that full applicability in clinical practice remains
uncertain [104]. A 2024 review of innovative Al applications
similarly identified model generalization, data quality,
infrastructure readiness, and ethical risks as barriers to
real-world translation [103]. A 2025 comprehensive survey
reported that COVID-19 detection remains much more
common than post-COVID complication analysis and that
multimodal models, transformers, and federated learning
remain comparatively underused [105].

The review therefore identifies five cross-cutting
requirements for responsible translation: (1) representative
and well-curated datasets; (2) independent external
validationand transparentreporting; (3) clinically meaningful
outcomes and calibration rather than accuracy alone; (4)
privacy, security, fairness, and explainability safeguards;
and (5) prospective evaluation within real workflows. These
requirements provide a practical bridge between algorithm
development and clinical/public-health implementation and
distinguish this review from purely descriptive catalogues of
Al applications.

The framework also highlights a recurring trade-off
between centralization and privacy. Centralized learning
can simplify data aggregation and model development
but may increase privacy and governance risks. Federated
and privacy-preserving approaches can facilitate multi-
institutional learning without requiring all raw data to be
pooled, but introduce challenges related to communication,
statistical heterogeneity, security, and governance. Future
pandemic Al systems are therefore likely to require
coordinated multimodal, privacy-preserving, and human-
centered architectures rather than isolated single-task
models [58,89,95,96,105].

10. Challenges and future directions

Al-based COVID-19 diagnosis faces several challenges,
including:

One of the primary challenges is the availability of high-
quality data for training Al models. The accuracy of Al
diagnosis heavily relies on the quality and quantity of data
used for training [33]. In the case of COVID-19, obtaining
large and diverse datasets that accurately represent the
various manifestations of the disease can be difficult.

Another challenge is the rapid mutation of the virus.
COVID-19 has shown the ability to mutate, leading to the
emergence of new variants. Al models trained on previous
data may struggle to accurately diagnose these new variants
without additional training data, potentially leading to
misdiagnosis.
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Furthermore, the interpretability of Al-based diagnosis
is crucial. Clinicians and patients need to understand the
reasoning behind Al-generated diagnoses to trust and act
upon them. Ensuring that Al models provide transparent and
interpretable results is a significant challenge in the field.

Additionally, there are regulatory and ethical
considerations surrounding Al-based diagnosis [99].
Ensuring patient privacy, obtaining consent for data usage,
and navigating the complex regulatory landscape for medical
Al applications are all significant challenges that need to be
addressed.

Lastly, the integration of Al-based diagnosis into existing
healthcare systems poses a challenge. Implementing Al tools
in a way that complements existing diagnostic processes and
workflows without creating additional burden on healthcare
providers is crucial for successful adoption.

Addressing these challenges will be essential for the
successful integration of Al-based COVID-19 diagnosis into
clinical practice. The collaboration of experts from different
disciplinary fields is crucial in understanding and combating
COVID-19. For example, virologists can provide insights into
the behavior and structure of the virus, epidemiologists can
track its spread and analyze patterns, immunologists can
study the body’s immune response, and public health experts
can devise strategies for prevention and control.

Furthermore, the involvement of data scientists can help
in analyzing large datasets to identify trends and patterns,
while behavioral scientists can contribute by understanding
human behavior and compliance with public health
measures. Additionally, medical professionals from various
specialties can provide clinical perspectives and treatment
approaches. By bringing together these diverse experts, a
more comprehensive understanding of COVID-19 can be
achieved, leading to more effective strategies for prevention,
treatment, and control of the disease.

Factors to consider when using Al for COVID-19
diagnosis

When using Al to diagnose COVID-19, it’s important to
think about a few things to make sure the results are right
and trustworthy. Some of these things are:

Data quality: The quality and quantity of data used to
train the Al model are crucial. It's important to ensure that
the data used is diverse, representative, and free from biases.
For COVID-19 diagnosis, the Al model should be trained
on a wide range of patient data, including demographics,
symptoms, and test results.

Model interpretability: The ability to interpret and
understand the decisions made by the Al model is essential,
especially in the context of healthcare. Clinicians need to
trust and understand the reasoning behind the Al's diagnosis.

https://doi.org/10.29328/journal.ijicmbt.1001042
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Therefore, using models that provide explanations for their
predictions is crucial.

Regulatory compliance: Compliance with healthcare
regulations and standards is vital when using Al for COVID-19
diagnosis [100]. The Al system must adhere to data privacy
laws and medical regulations to ensure patient confidentiality
and safety.

Validation and testing: Rigorous validation and testing
of the Al model on diverse and independent datasets are
necessary to assess its performance and generalizability. This
helps in identifying any biases or limitations of the model.

Clinical integration: The Al system should seamlessly
integrate into the existing clinical workflow to provide
meaningful support to healthcare professionals [101]. This
includes considerations for user interface design, ease of use,
and compatibility with existing healthcare systems.

An example of using Al for COVID-19 diagnosis is the
development of a DL model that analyses chest X-rays to
detect COVID-19 pneumonia. Figure 8 illustrates the use
of DL for detecting and analyzing COVID-19 in chest X-ray
images [102]. This model would need to consider the factors
mentioned above to ensure its effectiveness and reliability
in clinical practice. By training the model on a large and
diverse dataset of chest X-rays, ensuring interpretability of its
decisions, complying with healthcare regulations, validating
its performance on independent datasets, and integrating it
into the existing clinical workflow, the Al system can provide
valuable support to radiologists and clinicians in diagnosing
COVID-19 [103].

Future directions in this field may involve the development
of Al systems that can integrate data from various sources,
including wearable devices and electronic health records, to
provide a comprehensive view of an individual’s health status.
Furthermore, Al can be utilized to predict the progression of
the disease in patients, helping healthcare providers make
informed decisions about treatment and resource allocation.

\ . T Evaluation
Metrics
I F1 score
7

ﬂ E =
'

E]

k. | i

Pneumonia X-ray Normal X-ray

o Covid Xeray
Recall
Ny \lf v A

- Actual
Labels

[ Precision

—> Class

Inception V3/Xception Net/ ResNeXt
Probabilities

Dense Layers

Inference Layers

Trained Model

Figure 8: Deep learning-based detection and analysis of COVID-19 on

chest X-ray images.
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However, it's important to address challenges such as
data privacy, algorithm bias, and regulatory considerations
to ensure the responsible and ethical deployment of Al in
COVID-19 diagnosis. Continued research and collaboration
between Al experts, healthcare professionals, and
policymakers will be crucial in advancing the use of Al for the
diagnosis of COVID-19 and other infectious diseases.

11. Conclusion

In conclusion, Al has become an important research and
decision-support technology across multiple stages of the
COVID-19 response, including surveillance, epidemiological
forecasting, medical imaging, prognosis, therapeutic
discovery, genomic analysis, contact tracing, and resource
planning. The evidence reviewed in this manuscript
supports the potential of Al to improve the speed and scale
of data analysis, but it does not justify treating retrospective
model performance as equivalent to clinical effectiveness.
Data representativeness, external validation, calibration,
interpretability, fairness, privacy, cybersecurity, regulatory
oversight, and integration into clinical and public-health
workflows remain decisive factors for safe implementation.

The revised review contributes a unified response-
pathway framework that organizes Al applications according
to the decision they support and evaluates them against
common translational requirements. Recent literature
indicates continuing opportunities for multimodal learning,
federated and privacy-preserving Al, explainable models,
and longitudinal monitoring, while also demonstrating that
substantial methodological and implementation gaps remain
[103-105]. Future research should therefore prioritize
multicenter and prospective evaluation, transparent
reporting, robust external validation, subgroup and fairness
assessment, and human-centered integration. Such an
approach can help move Al from promising experimental
capability toward responsible and evidence-based support
for clinical care, public-health preparedness, and future
infectious-disease emergencies.
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